INSPECTOR GENERAL
DEFPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

JUN | 5 2001

Honorable Fred Thompson
United Statea Senate
Washington, D.C. 20510-8250

Dear Senator Thompson:

Section 646 of the Treasury-Pozatal Appropriations Act
for Fiscal Year 2001 reguires the Inspector General of each
department or agency to submit to Congress a report that
discloses any activity relating to the collection of data about
individuals who accessg any Internet site of the department or
agency. Ceollection devices may include persistent cockies and
web bugs. Peraistent cockies are small software files placed on
computers that can track the movement of a person on an Internet
site over a specified period of time. Web bugs are inviaible
graphics included on the web gite or in an e-mail designed to
monitor who visits the web site or reads the e-mail. The
President’s Council on Integrity and Efficiency has asked this
coffice to gsummarize the reviews conducted by the Inspectors
General .

In general the reviews focused on:

* reviewing the agencies’ use of persistent cookies and web
bugs to cecllect information on individuals based on their
vigits to a web Bite, and determining whether the Head of
the Agency personally approved the use of the ceollection
device,

¢ determining whether the agencies’ web sites used or
entered into third-party agreements to obtain personnel
information using collection devices, and

* determining whether the agencies’ major web entry points
have privacy statements posted that adequately reflect
what, if any, perscnal information is collected, why it
is collected, and how that information is used.

We received reports from 51 Inspectors General. Based on
the results of reviews presented in these reports, we concluded
that compliance with applicable policies has been inadequate.
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The individual Inspector General reports make recommendatiocns
for corrective actions at the department or agency level. A
gummary of the results is included in the following table.

Pregident’s Council Executive Council
on Integrity and on Integrity and
Efficiency Efficiency
Issue Agencies {27} Agencies (24)
Not Not
Yez No Addresased |[Yes No Addressed
Used Persistent 17 10 0 5 18 1
Cogkiesg
Used Web Bugs 3 4 20 0 4 20
Approval to Use 2% 15 10 0 0 24
Pergistent Cookiea
Third-Party 5 14 8 1 15 8
Agreements
Compliant Privacy Act 3] 20 4 13 7 4
Statements

* Two agencies had approved and unapproved coockles.

Charts that illustrate in greater detail the results ¢f the
reviews for each agency and list the reports are enclosed.

If you have any questions regarding this matter, please
contact me or Mr. John R. Crane, Director, Qffice of Congressicnal
Liaison, at (703} 604-8324.

Sincerely,

WA, A

Robert J. Lieberman
Deputy Inspector General

Enclosures



President's Council an Integrity and Efficiency Reports on Section 646

Persistent Agency | Thind-Party
Cockies | Web Bugs | Head | Commercial | Compliant with
Agency Found Found | Approval| Ag ts | Privacy Policy
1|Agency for Intemational Development yes NIA, "] no yag
2|Agriculture, Department of yas N/a, no NIA, ng
alc -2, Deparimeni of yes yES na NIA no
4 |Corporation for Natlonal and Community Service ng NIA Ni& nn Ni&
5| Defe Department of yes yes 1) A& no
G| Education, Department of yes no no no no
¥ |Energy, Department of yes NiA 1) HfA na
8|Emvirarrmental Protection Agency yes A ] ng no
9|Federal Deposit Insurance Corporation no A Nid ) NIA
10 Management Agency yes oy na ng ng
11!General Services Administralion yes [ yesno yas ng
12| Health and Human Services, Department of yes MR yesing [T no
12Hausing and Urban Development no MIA NiA WA ng
14| fnterior, Departmeni yes yes no yes no
15]Justice, Department of ne NiA NiA na NfA
1&|Labor, Department of no NIA NiA YO£ ng
17|Maticnal A lics and Space Administration yes &, ng na no
18| Muclear Regulatory Cammission no MiA WA o yas
18 |Officg of Personnal M it yes no ng 1) ag
20{Railroad Retiremant Ecald no NI NAA na ng
21| Small Busi A it no NYA N/A no ng
22| Socal Security Administrabion no NA HiA yes no
23|State, Departnent of yes LA ng NiA ng
24| Transportation. Department of yes A o YES NiA
25(Treasury, Departmant of Ihe YES A ] no no
261 Treasury Inspecitor General lor Tax Administration ng no HiA no yes
27{Velerans Affairs, Department of yes NIA na NiA ha

Executive Council on Integrity and Efficiency Reports on Section 646

Persistent Agency | Third-Party
Cookies | Wob Bugs | Head | Commercial | Compliant with
Agency Found Found |Approval} Agreements | Privacy Policy
1|A lachian Regional Ce ission no MNIA A ne yes
2|Commodity Fulures Trading Commission no L) A ne yes
3|Consumer Producl Safety Commission nG NiA, A Li[«] ng
4|Corporation for Public Broadcasting yas MNiA A no no
5|Equal Employmeant Opperunity Commission yes NiA IrA HiA yes
6|Fam Credil Adminisiration no ng A no yes
7|Federal Communicalions Commission ne ne i ] no
8|Federal Housing Finance Board no ne MNiA no no
giFederal Labor Relalions A.ulhorlly ne Nia NiA no yes
1tFaderal Maritime Ce i ¥ noe N/ Nk ng WA
11 {Federal Reserve Board no no Nig no yES
12| Federal Trade Commission ng NiA HiA na NEA
13| Government Printing Office no N NiA IA yBS
14 (Nalional Archives Nt N/A WA hLiA, Yes
15] Natignal Credit Union Administration ng NfA W/A [FA ng
16| Mational Ender for the Arts no NIA MIA Ty no
17|Natcnal Ender t for the Humanities yes NfA /A A yes
18 [Mational Labor Relatlons Board no N/A N/A no yes
18{Nalicna! Science Foungdation yas NiA Nis ng yes
20{Pension Benafit Guaranty Corporation no MNiA NiA no HiA
21| Securities and Exchange Commission yes NiA NiA yes yes
23| Smithsanian Institution ' N/A I WA NfA A
23T Valley Authority na Nid NiA no yes
24[U.5. international Trade Com na NiA N7A NiA ng

M{A - Mot addressed in report

1. The Smithzoman Institution reparted the collection of personally identifiable information at several of their web sites but
did not report the use of persistent cookies or web bugs




Agencies Which Used Persistent "Cookies"

Agency
President's Council on Integrity and Efficiency| Web Web Web {Number off Head
Agency Servers | Sites Pages | Cookies | Approval
1}Agency for International Development NA NIA NiA 2 ne
2]{Agriculture, Depariment of NYA NIA 10,067 12 no
3| Commerce, Department of NiA NiA MNiA 12 nog
4|Defense, Department of N7A 400 NiA 128 no
5|Education, Department of 64 111 4,056 4 no
6|Energy, Department of MIA 93 MIA 11 no
7|Environmental Protection Agency NiA NIA MR B no
8{Federal Emergency Management Agency NA, NA 126 3 no
8 General Senvices Administration NiA N/A B58 15 yesino
10| Health and Human Services, Department of M{A, 81 NIA 11 yes/ing
1 4|Interior, Department NiA 598 NIA 18 no
12| National Aeronautics and Space Administration NiA 49 600 3 no
13|Office of Personnel Management N/A NZA 750 1 [1l1]
14|State, Deparment of Nis 206 NIA ) no
15|Transportation, Depariment of MIA 177 1,270 23 no
16| Treasury, Department of the MNIA 30 100 6 no
17|Veterans Affairs, Department of NIA 288 Ni& 29 no
Total 64 2,733 17,827 293
Agency
Executive Council on Integrity and Efficiency Web Web Web [Numberof] Head
Agency Servers | Sites Pages | Cookies | Approval
1|Corparation for Fublic Broadeasting INFA, 2 NiA 1 NIA
2{Fqual Employment Opportunity Commission INFA 1 NIA 1 NiA
3|Mational Endowment for the Humanities N{A 3 N{A 2 MiA
4|National Science Foundation N/A 1 N/A il N7A
5| Securities and Exchange Commission MNiA 4 MNiA 2 N
Total 11 7

N/A - Not addressed in report




Agencies Which Used Third-Parly Agreements

Number of
President's Council on lntegrity and Web Web Web Third-Party
Efficiency Agency Servers | Sites | Pages | Agresments
1|General Services Administration NiA NiA 858 1
2|Interior, Department of MiA 598 MR 5
3|Labor, Department of NIA NiA 143 1
4{Sacial Security Administration MiA Mid Nia 2
5{Transportation, Deparment of NiA 177 1.270 3
Total 0 775 1,270 12
Mumber of
Executive Counci on Integrity and Web Web Web Third-Party
Efficiency Agency Servers | Sites Pages Agreements
1 Securities and Exchange Commissian N/A 4 NiA 2
Total 4 2
Agencies Which Used Web Bugs
President's Council on Integrity and Web Web Web |Number of Web
Efficiency Agency Servers | Sites Pages Bugs
1lCommerce, Department of N/A NiA N/A 23
2|Defense, Department of MiA 400 A 7
3lInterior, Depantment NfA 598 N/A 12
Totat 0 998 0 42

WA - Wol addressed in repod




Natipnal Aere and Space Adminisiation 2001) 1G-01-008 WWW.NAS3 GOV
Raview of NRC's Web Sile Privacy Policy: ntemst
18]Nucikear Regulatory © ission Cockies, {February 16, 2001} OK-01-A-08 WP NIC.QOV

18]Office of Parsonne! Management OFM Intemel Privacy Review, (May 9, 2001) 4A-C100-01-038 W OHT. OV
RRB-QIG Report on Collection of Inlernel User
Infermation Pursuant 1o the FY 2001 Consclidaled
20]Railmad Retirernent Board Appropriations Bill, H.R. 4577 none whwhe, (T 0w
21| Small Busil Admini: i Letier, (February 20, 2001) neoe winiw Sba ooy
The: Social Securily Adminisiration's Intemet Oata
22|Social Becurity Administration Collection Aclivities. (February 14, 2001) 31045-23-126 w553 oy
Depantment Wide YWet Sile Managemenl Needs 10
23]Slate, Depaniment of be Sirenglhened, (March 2001) 01-IT-M-017 www.state gov
24| Transporiation, Cep il of Report on Web Privacy. (February 26, 2001) F1-2001-034 wit dot.gow
Information Technology: Treasury Web Sites
Substanlially Comply With OMB Privacy Policies
25 Treasury, Dapanment of the and Data Collection Standards, (February 17, 20013 | OI1G-01-044 wiwvw.ustreas gav
The Internal Rewvenue Service Comphed with
Federal Privacy Policies Regarding the Callection of
Personal information on Federal Wet Sites, April
26| Treasury Inspector General for Tax Adminisiration | 18. 2001 ot WNW TEBS. 0OV
Review of Depariment of Veterans Alaxs Activities
to Collecl, R , and Use Infe That
Kentifies Individuate Who Access the Depariment's
27 Welerans Affairg, Department of Internet Sites, (May 21, 2001) 00-02757-78 WA DOV

President's Council on Integrity and Efficiency Reports on Section 646

Agency's Web
Agency Title of Repart _ Repott Numb  Site
Audit of USAID'S Compliance with intemet Privacy
| Agency for Intemational Development | Poticies, (May 14. 2001} A-000-01-001-P www.usaid gov

Privacy Consideralions Wilhin USDA Agency

2|Agriculiure, Department of Internel Sites, {May 4, 2001) 50095-30-FM www. usda.gov

Use of Intermvet “Cookias” and “Web Bugs” on
Commerce Wel: Sites Raises Privacy and Security

Co . Bepariment of Concerns, (Apil 2001} DSE-14257 o OC. OV

Corporation {or Nationsl and Communily Service Letlar onky (Febryary 13, 2001} none [ LIS GO

Def . Department of Dol fnlemet Practices and Policles, (May 31, 2001) |D-2001-130 wt dodig osd ool
Audit of the Collection of Personally ldentifiable
Information Thriowgh ED Intermed Sites, (Febroary

Education. Dep of 20, 2001} E0-DIGA11-BOD02  [www ad gov

Enemgy, Dep it of Interneat Privacy, (February 2001} DOEAG0493 www.id doe.gov

Environmental Protection Agency Leller onty NOne waw £pa gav

Federal Deposit insurance: Coxperation Letler only, {February 12, 3001) none waw fdic.gov
Audit ef FEMA’s Collezction of Personal Informalion

Federal Emergency Management Agency About Internst Vel Site Visitors, [ May 2001) H-08-01 www fema.gov
Review of GSA's Acthvities Redated lo Cookies,

General Services A {February 22, 2001} ATI0107IVTFO100B | whwiw 05200V
Meniloring of Personally Identifiable Information on

Heallh and Human Services, Dep of {Jsers of Departmental Intermet Siias, { April 20017 |A-01-01-03000 winrw. s gov

Heusing and Uirkan Developmean] Memaorandum, (Febuary 21, 2001) THHE [wiwwt hud gav
Depanment of Intericr Activities to Collect, Review,
and Use Information That Kenbfies individuals Whe

linteriar, Department Access the Dep s Internet Siles, {Apnil 2001) |01-1-340 W, ol gov

Reviaw of Depariment of Justice Internet Sites,

Justice, Department of {February 2001) 1-05 www UBdnd gow

Labor, Crepartment of

{HG Resulls on Privacy Policies and Dals
Lollachions gn DOL Web Sies,

17-01-002-01-410

w01 g0V

Revigw of the Collection of Personally igenbhable
Information on NASA's Web Sites, (February 16,
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Executive Council on integrity and Efficiency Reports on Section 646
Agency's Web
Agency Title of Report Raport Numb Site
1|Appatachian Regional Commission E-mail, {(May 14. 2001) none WA ATC.QOV
2|Commedity Futures Trading C. ission Letter, Febregry 13, 2001} rone www Cflc.gov
Review of CPSC's Web Site Privacy Policy May 15,
3|{Consumer Product Safety Commission 2001 none WWW.CDSC.gov
41Carporation for Public Broadcasling Letter-February 9, 2001 none wirw.£pb.org
Letler-FY 2001 Consclidated Appropriations Act
Language Concerning an Agency’s Practice of
5|Equal Employrmenl Oppoertunily Commission Obtaining Personally ldentfiabhe Inf i none wWW.eenc.goy
&[Famm Cradit Administration Leter-March 1, 2001 THONIE www.fea gov
Spedial Review of internet Privacy and Web
7|Federal Communicalions C ission Cookies April 10, 2001 01-AUD-05-12 www. focc.gov
Review of the Finance Board's Web Site Privacy
Palicy And Hs Use Of Web Sile Cookies and Bugs
BjFederal Housing Finance Board May 2001 H-A-03-0RM weww Thib. ov
g|Federal Labor Relations Authonly Lefter-January 24, 2001 none www fira o
10|Federal Marilime Cc tggion Letter-March 1, 2001 none wwrw fme.gov
11|Federal Reserve Board Letler-February 20, 2001 none www frb.gov
12{Federal Trade Commission Letigr-April 20, 2001 none www. ftc. gov
13| Governmenl Prinling Ofifice Letler-February 20, 2001 none www.gpo. gov
Letler-Public Law 106-554, Section 646 - Cofleclion
of Personally identifiable Information by Fedral
nlernet Web Sites a.ka. Cookie Legislation,
14|National Archives and Records Administration February 16, 2001 nore wevrw. nara gov
MCUA Websile Privacy and "Cockies" Review, May
15|Nativnal Credit Union Adminisiration 31, 2001 O15-01-06 www. NCus.gov
Review of NEA's Web Site Privacy and Cookies
16)Nalianal End it for the Arts Policy, April 19, 2001 R-0%-02 Wit nea. gov
17|Nalicnat Endowmerd for the Humanities Lettar-April 11, 2001 none www.neh.gov
18|Mational Labar Relalions Board Letler-January 29, 2001 TG waw.nirky, gov
National Science Foundation (NSF} Data Colleclion
19{MNational Science Foundalion an Web Sile Visilors NenNe: www.nsf.ogov
Letter-Agency Collection of Cenain Irfromation from
20|Pension Benefit Guaranty Corporalion Individuals February 13, 2001 none www.phge.gov
Letler- Report on Collection of Personally 132ntifiablel
21|Securities and Exchange Cor Information, February 16, 2001 none WWW.SEC. GOV
Letter-Pergonally Identifiabke Information Collected
22|Smilhsonian Instilution by Smilhsanian Websd none W Si.gDy
TvA’s Complignce with Public Law 106-554-The
Treasury and General Governmenl Appropriations
23| Ter Valley Authority Act, 2001, February 15, 2001 2001-908T www. tva gov
Infecmation Collection on LISITC Intemel Servers,
24|U S ot 1al Trade Commission February 16, 2001 Qi-1R-02-01 www usilc gov




